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1
Decision/action requested

SA3 is kindly asked to approve the proposed terminology alignment in TR 33.893.
2
References

[1]
TR 23.700-86
Study on Architecture Enhancement to support Ranging based services and sidelink positioning
[2]
TR 33.893
Study on Security Aspects of Ranging Based Services and Sidelink Positioning
3
Rationale

In current version of TR 23.700-86 [1] and TR 33.893 [2], there are different terminologies regarding the roles of UE involved in the Ranging/Sidelink Positioning service, e.g. Network Assisted UE, Located UE, etc. According to the latest discussion in SA2, “Network Assisted UE” and “Located UE” are actually the interchangeable terms referring to the identical role of UE, and it was decided by SA2 to use “Located UE” to replace “Network Assisted UE” for consistency.
This pCR proposes to make the terminology consistent to be aligned with SA2 decision.
4
Detailed proposal

*************** Start of the Change ****************

5.2
Key Issue #2: Authorization for Ranging/Sidelink Positioning Service
5.2.1
Key issue details

Ranging/Sidelink Positioning Service refers to the determination of the distance between two UEs and/or the direction of one UE, i.e. target UE, from the other one, i.e. reference UE, via direct device connection. Ranging based services can be used in a variety of verticals, such as consumer, smart home, smart city, smart transportation, smart retail, and industry 4.0. However, Ranging/Sidelink Positioning Service is exposed to various potential security threats such as unauthorized access.

To mitigate these security threats, authorization is indispensable. Without proper authorization, unauthorized entities will be able to participate in the position determination or obtain the positioning result, and arbitrarily consume the Ranging/Sidelink Positioning service. Furthermore, if one UE participating in the Ranging/Sidelink Positioning procedure is unauthorized, all the other UEs are subject to active or passive attacks, i.e. DoS attack, traffic analysis, or privacy leakage.

In addition, Solutions #17, #21, and #25 in the TR 23.700-86 [2] also describe the security issue on the support of service authorization, i.e.
Editor's note:
How AMF1 performs service authorization and privacy checking will be developed by SA3. 

Editor's note:
The security issue, e.g. whether the selected assistant UE is allowed to participate the Ranging/Sidelink positioning between UE1 and UE2 is FFS, which will be evaluated by SA3. 

Editor's note:
The security issue, e.g. whether the selected list of network assisted UE is allowed to have the Ranging/SL positioning information of the target UE, is FFS, which will be evaluated in SA WG3.

From the security point of view, the system should be able to store the authorization information and determine whether an entity (a UE or network function or 3rd party server) is authorized to use Ranging/Sidelink Positioning service. Based on the authorization checking, the access to Ranging/Sidelink positioning services can be controlled.

5.2.2
Security threats

An unauthorized UE can claim the role of the target UE, and arbitrarily consume the Ranging/SL positioning services, which may drain the energy of reference UE and invalidate the charging mechanism.
An unauthorized UE can claim the role of the reference UE/assistant UE, which may result in inaccurate position determination or privacy violation.
An unauthorized network function or third party server can obtain the location information by triggering Ranging/SL positioning between the UEs, which may violate the privacy of the UEs involved in the Ranging/SL positioning.
5.2.3
Potential security requirements

The 5G Ranging/SL positioning system shall be able to support the authorization of the UE as a target UE/reference UE/assistant UE/Located UE in the Ranging/Sidelink Positioning service.

The 5G Ranging/SL positioning system shall be able to support the authorization of a network function for triggering Ranging/Sidelink Positioning services and obtaining the location information.

The 5G Ranging/SL positioning system shall be able to support the authorization of a third party server for triggering Ranging/Sidelink Positioning services and obtaining the location information.

5.3
Key issue #3: Protection of discovery procedure
5.3.1
Key issue details 

As per TR 23.700-86 [2], for discovery related aspects, the architecture and solutions defined for V2X and ProSe will be reused as much as possible. This provides the basis for reusing the direct discovery security defined for ProSe in TS 33.503 [6] to protect the direct discovery for Ranging/ SL Positioning services, which supports either Model A or Model B discovery.

For discovery of ProSe/V2X, the UEs can successfully discover each other if both UEs support the same ProSe/V2X service or the discovery filters provisioned to both UEs match and support the same ProSe/V2X service. Different from ProSe/V2X discovery, the discovery for Ranging/SL Positioning services needs to take the role of the UE (i.e. reference UE or target UE or assistant UE) into consideration. This means that when a UE discovers another UE for Ranging/SL Positioning service, both UE needs to know its own role and the role of the UE to be discovered. 

In addition to the discovery initiated by the UE, in solutions #18 and #20 of TR 23.700-86 [2], the discovery for Ranging/SL positioning can also be triggered by the network (e.g. LMF) for discovering the Located UE. 

Another difference between ProSe/V2X discovery and Ranging/SL Positioning discovery is that, for ProSe/V2X, the discovery message initiated by the announcing/discoverer UE only includes its own identity. While for Ranging/SL positioning, when a UE or the network starts to initiate a discovery procedure, it may already know which UE is to be discovered for Ranging and hence may include the identity of both UEs (the identity of the initiating UE and the identity of the UE to be discovered) in the discovery message.
5.3.2
Security threats

During discovery, if the authenticity of the discovery message cannot be verified, an attacker can impersonate the reference UE or target UE or assistant UE or Located UE, or even the network function triggering the discovery. 

If the discovery messages are not integrity protected and anti-replay protected, the discovery parameters can be removed, intercepted, modified, or replayed by an attacker. Consequently, the UE may connect with a UE with an unexpected role (e.g. a reference UE connects with a reference UE) hence fails the Ranging/SL positioning service; or the UE may not connect with any UE, which is a form of DoS attack; or the UE may connect with a malicious UE which could launch more severe attacks. 
If the discovery messages are not confidentiality protected, the privacy sensitive parameters (e.g. the identity of the initiating UE, the identity of the UE to be discovered) can be leaked to other irrelevant parties, hence the privacy of the UE(s) may be violated.

5.3.3
Potential security requirements 
The 5G Ranging/SL Positioning system shall be able to support integrity protection and anti-replay protection of discovery messages.
The 5G Ranging/SL Positioning system shall be able to support confidentiality protection of discovery messages.
Editor's note: whether verification of source authenticity is required for ranging/sidelink positioning is FFS.
*************** End of the Change ****************
